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ML Models are Black Boxes

Report No, 85=L60=1

THE PERCEPTRON
A PERCEIVING AND RECOGNIZING AUTOMATON

(PROJECT PARA)

January, 1957

Prepared by: #5Ao.rA W FIGURE 2

Frank Rosenblatt, ORGANIZATION OF A PERCEPTRON WITH
Project Engineer THREE INDEPENDENT OUTPUT-SETS
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ML Models are Black Boxes

= PP

IT, GENERAL DESCRIPTION OF A PHOTOPERCEPTRON

We might consider the perceptron as a black box, with
a TV camera for input, and an alphabetic printer or a set of signal

lights as output., Its performance can then be described as a process

Frank Rosenblatt, ORGANIZATION OF A PERCEPTRON WITH
Project Engineer THREE INDEPENDENT OUTPUT-SETS
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ML Models are Black Boxes

1957 1972

I 10 Therapy Recommendation Problems

Panel 0f 8 MYCIN I
1herapy recommenders
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Expert MYCIN
recommendatons

recommendalions
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recommendalons

Orniginal
recommendalions

Panel of 8
experl uoges

FIGURE 2

ORGANIZATION OF A PERCEPTRON WITH
THREE INDEPENDENT OUTPUT-SETS

800 Judgments
“Recommendation is. {equivaleni, acceptable, not accepiabie}*
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What do we want to explain ?

prediction

“Explain why a certain pattern x has T
been classified in a certain way f(x).”

model

“What concept does a particular
neural encode?"

data

“Which dimensions of the data
are most relevant for the task.”
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Explaining Predictions

“why a given image is classified as
a pool table”

why it is classified
as a pool table
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Brief History

Visualization of neural networks using saliency maps
NJS Morch, U Kjems, LK Hansen... - Proceedings of ICNN ..., 1995

poF] How to explain individual classification decisions
D Baehrens, T Schroeter, S Harmeling... - The Journal of Machine ..., 2010 - jmir.org

Deep inside convolutional networks: Visualising image classification models

and saliency maps
K Simonyan, A Vedaldi, A Zisserman - arXiv preprint arXiv:1312.6034, 2013 - arxiv.org

sensitivity analysis
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Brief History

m™™L) On pixel-wise explanations for non-linear classifier decisions by layer-wise

relevance propagation
S Bach, A Binder, G Montavon, F Klauschen... - PloS one, 2015 - journals.plos.org

" Why should | trust you?" Explaining the predictions of any classifier
MT Ribeiro, S Singh, C Guestrin - Proceedings of the 22nd ACM ..., 2016 - dl.acm.org

Grad-CAM: Why did you say that?
RR Selvaraju, A Das, R Vedantam, M Cogswell... - arXiv preprint arXiv ..., 2016 - arxiv.org

Interpretable explanations of black boxes by meaningful perturbation
RC Fong, A Vedaldi - Proceedings of the IEEE International ..., 2017 - openaccess.thecvf.com
e LRP, LIME,

sensitivity analysis GradCam, Perturbation ...
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Brief History

ML) Explaining nonlinear classification decisions with deep taylor

decomposition XAl for LSTMs

G Montavon, S Lapuschkin, A Binder, W Samek... - Pattern Recognition, 2017 - Elsevier

Wojciech Samek ire Montavon
Andrea Veda ai Ha
Klaus-Robert Maller (Eds.)

A unified approach to interpreting model predictions

SM Lundberg, Sl Lee - Advances in neural information processing ..., 2017 - papers.nips.cc Th eo re‘tical fram eWO rks
for XAl

Explainable Al:
Interpreting, Explaining and
Visualizing Deep Learning
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Explaining recurrent neural network predictions in sentiment analysis
L Arras, G Montavon, KR Miiller, W Samek - arXiv preprint arXiv ..., 2017 - arxiv.org

LRP, LIME,

sensitivity analysis GradCam, Perturbation ...
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Explaining Predictions

Which XAl method to choose ?

Baehrens'10 Sundarajan'l7 thgraf 17 . Haufe'ls
Gradient Int Grad Pred Diff Ribeiro'6 Pattern
LIME
‘ Symonian'3  Zeiler'14 Fong'17 A .
Zurada’94 Gradient  Qcclusions M Perturb Kindermans'17
Gradient PatternNet
Lundberg17 Montavon'17
Poulin'06 Shapley B_?_azelr;:3 Deep Tay[or Shrikumar'17
Additive Y DeepLIFT
Landecker'3 ) eep
Zeiler'14  Contrib Prop Bach'l5 Zhang'16
Decony LRP Excitation BP
- Springenberg'14 ) Selvaraiu'l7
" Caruana'l5 Guided BP Zhou'l6 Grad-CIAM
) Fitted Additive GAP

why it is classified
as a pool table
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Explaining Predictions

What can we do with it ?
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Explaining Predictions

Explaining more than classifiers
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Tutorial

Part 1 Part 2

- Why to explain ? - Formalizing explanations

- Types of XAl methods - Overview of XAl techniques
- What is a "good" explanation

- Example

Part 3 Part 4

- Empirical comparison - Aggregating explanations

- Implementation - Applications

- Theoretical embedding - Future topics

- Extensions
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Why to explain?
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“Superhuman” Al Systems

Traffic sign
Game GO Texas Hold’em Poker Image classification recognition IQ Test
'
s
Lung cancer Skin cancer

Computer games Jeopardy Drone control detection detection

\
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Can we trust these black boxes ?

q q diagnOSiS
Box

Is minimizing the error a guarantee for the model
to work well in practice?
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Can we trust these black boxes ?

We need interpretability in order to:

Improve
system

frust &

verification
legal
aspects learn from

the system
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Can we trust these black boxes ?

We need interpre al misclassifies patient’s disease ...

frust &
verification

“Al medical diagnosis system

e .
A 3

(o oY

7
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Can we trust these black boxes ?

We need interpretability in ord
“right to explanation”

frust &
verification avoid discrimination

legal
aspects

Retain human decision in order
to assign responsibility.
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Can we trust these black boxes ?

“It's not a human move. I've
never seen a human play this
move.” (Fan Hui)

X Tt
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r to:

learn from

the system

improve
system

Wojciech Samek, Grégoire Montavon
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Can we trust these black boxes ?

biological / chemical mechanisms.
(e.g. find genes linked to cancer)

Learn about the physical / r {o:

learn from

the system

improve
system
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Can we trust these black boxes ?

W model/data

- improvement
S
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verified predictions

Generalization error + human experience

improve
system

earn from
Ihe ystem
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Why to explain?

Interpretability as a gateway between ML and
society

- Make complex models acceptable for certain
applications.

« Retain human decision in order to assign
responsibility.

- “Right to explanation”
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Why to explain?

Interpretability as powerful engineering tool

Optimize models / architectures

Detect flaws / biases in the data

Gain new insights about the problem

Make sure that ML models behave “correctly”
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Types of XAl methods
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Explanation Methods

Perturbation-Based

Occlusion-Based (Zeiler & Fergus 14)

Meaningful Perturbations (Fong & Vedaldi 17)

Function-Based

Sensitivity Analysis (Simonyan et al. 14)
(Simple) Taylor Expansions

Gradient x Input (Shrikumar et al. 16)

Surrogate- / Sampling-Based

Structure-Based

LIME (Ribeiro et al. 16) LRP (Bach et al. 15)
SmoothGrad (Smilkov et al. 16) Deep Taylor Decomposition (Montavon et al. 17)

Excitation Backprop (Zhang et al. 16)

....................................................................................
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Explanation Methods

Perturbation-Based

1. perturb
2. measure reaction
3. identify relevant information

Surrogate- / Sampling-Based

1. locally approximate prediction
using simple function

2. explain simple function

Wojciech Samek, Grégoire Montavon

Function-Based

1. treat the NN as function
2. compute simple quantities on it

3. construct explanation

Structure-Based

1. if the decision is too complex to explain,
break the function into subfunctions.

2. explain each subfunction

3. meaningfully aggregate

ZF
Z Fraunhofer ;
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Explanation Methods

Function-Based

Perturbation-Based

1. perturb 1. treat the NN as function

2. measure reaction 2. compute simple quantities on it

3. identify relevant information 3. construct explanation

Structure-Based
Surrogate- / Sampling-Based
_ o 1. if the decision is too complex to explain,
1. locally approximate prediction break the function into subfunctions.

using simple function _ _
2. explain each subfunction

2. explain simple function _
3. meaningfully aggregate
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Explanation Methods

Perturbation-Based Function-Based

1. perturb 1. treat the NN as function

2. measure reaction 2. compute simple quantities on it

3. identify relevant information 3. construct explanation

Structure-Based

Surrogate- / Sampling-Based

: T 1. if the decision is too complex to explain,
1. locally approximate prediction break the function into subfunctions.

using simple function _ _
2. explain each subfunction

2. explain simple function _
3. meaningfully aggregate
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Explanation Methods

Perturbation-Based Function-Based

1. treat the NN as function

1. perturb
2. measure reaction 2. compute simple quantities on it
3. identify relevant information 3. construct explanation

Structure-Based

Surrogate- / Sampling-Based
1. if the decision is too complex to explain,

1. locally approximate prediction break the function into subfunctions.

using simple function _ _
2. explain each subfunction

2. explain simple function _
3. meaningfully aggregate

% Fraunhofer ' : Woijciech Samek, Grégoirg Monta\{on . _
HHI ECML/PKDD 2020 Tutorial: Explainable Al for Deep Networks - Basics and Extensions



Layer-wise Relevance Propagation

—
—

Explain prediction =~  =---smmmssmssssssmmsooiooooos
(how much each pixel contributes to prediction)

heatmap

Layer-wise Relevance Propagation is a general approach to explain predictions of ML models.

(Bach et al.,
PLOS ONE, 2015)
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Layer-wise Relevance Propagation

Classification

Initialization

/
= 0-0

R§-1+l) f(.’E)

Idea: Redistribute the evidence for class
rooster back to image space.
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Layer-wise Relevance Propagation

Explanation <

alpha-beta LRP rule (Bach et al. 2015)

e R e
1
I

. . 8 p—— = —iik
Theoretical Interpretation: J 2 (@ir-wir) 2 (@irwy

: l ziwi;) T ) Tiwii) [+1 :
Deep Taylor Decomposition E where a + 3 =1 E

___________________________________________
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Layer-wise Relevance Propagation

Explanation

Layer-wise relevance conservation

SiRi=...=>,RY = R — = fa)



Layer-wise Relevance Propagation

LRP’s idea: To robustly explain a model, leverage the neural
network structure of the decision function.

hard to
explain

f(z1,20,3) /
h easy to

o ‘ explain
model is a composition 1. decompose

. decision function
of neurons. This can be

] 2. explain
exploited to make subfunctions

Vs
/r‘elevance 3. aggregate | > 0
o of .
\& R g explanations Q
& Z
(Bach et al., 2015
Montavon et al. 2017)
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explanation easier.
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Best Practice for LRP

Which one to choose ?

Baehrens'10 Surdaéa|adn 7 Zi;ntgrgfgz o Haufe'15
Gradient nt Gra red Ui Ribeiro'16 Pattern
LIME
. Symonian3  Zeiler'14 Fong"7 Kind 17
Zurada’94 Gradient  QOcclusions M Perturb indermans
Gradient PatternNet
Lundberg'17 Montavon'l7
Poulin'06 Shapley Bazen'13 Deep Tavlor Shrikumar'17
Additive Taylor P DeepLIFT
Landecker'3 .
Zeiler'14 Contrib Prop Bach'l5 Zhar\g16
Deconv LRP Excitation BP
Springenberg'14 -
Caruana'ls I;)Gu?ded Bg Zhou'le SSJ;Z@XIZ
Fitted Additive GAP
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Evaluating Explanations

Perturbation Analysis

[Bach’15, Samek’17, Arras’17, ...]
Pointing Game

[Zhang'16]
Using Axioms
[Montavon’17, Sundararajan’17, Lundberg'17, ...]
Task Specific Evaluation Solve other Tasks
[Poerner’18] [Arras’17, Arjona-Medina’18, ...]
Using Ground Truth Human Judgement
[Arras’19] [Ribeiro’16, Nguyen’18 ...]
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Evaluating Explanations

Question, Answer Image One Object Mask All Objects Mask
The cyan
rubber thing is ’
what size? ' .
small
Method LRP 1G GI
L I |
- 1
2 4
: A
raw heatmap = 4 !,

overlayed heatmap

Using Ground Truth
[Arras’19]
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Example
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PASCAL VOC Challenge (2005 - 2012)

mean
v
——— t SRN+ 7] 888
sFA_NET 17 87.5
sel 86.5
~ ‘ N LIG_DCNN_FEAT_ALL " 85.4
(a) 0 Plaﬂe (b) BleCle S&P_OverFeast_Fast_Bayes !} 82.8
é A = NUSPSL_CTX_GPM_scMm [} 822
, BCE_loss 7 82.1
Resnet /) 80.7
CNN_SIGMOID 7] 79.7
NUSPSL_CTX_GPM [7) 78.6
be® 2] NUS_Context_SvM {7} 78.3
(h) Cow NLPR_PLS_ssvw [7! 78.3
Semi-Semantic Visual Words & Partial Least Squares 7} 78.3
Bayes_Ridge_CNN 7 77.0
) t NUSPSL_CTX_GPM_svm [ 76.7
Bayes_Ridge_Deep [7) 747
CVC_UVA_UNITN [T 74.3
UVA_UNITN_MostTellingMonkey 17! 734
(m) Horse CNNsSvM 1 722
- cvc_cis @ 71.0
« 1 L: MSRA_USTC_HIGH_ORDER_SVM 71 70.5
g' by MSRA_USTC_PATCH 71 70.2
h ITI_FK_FUSED_GRAY-RGB-HSV-OP-SIFT 7} 67.1
LIRIS_CLsDET 7 66.8
EX. 7 ITI_FK_8S_GRAYSIFT 7] 63.2
» 3 & & y
(p) Potted Plant (q) Sheep (r) Sofa (s) TV monitor () Train e e o .
NLPR_IVA_SVM_BOWDect_Convolution 7] 61.1
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Unmasking Clever Hans Predictors

Leading method (
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Unmasking Clever Hans Predictors

Leading method ( C challenge

&

\

7

~yre
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Unmasking Clever Hans Predictors

‘horse’ images in PASCAL VOC 2007

‘“’

{“ ‘! \
C: Lothar Le 1SS

www.pfer;fotoarcfuv de

C: Lothar Lenz
www.pferdefotoarchiv.de

C: Lothar Le a4
www. pfcr%fotoarc |

kigec Lomagw\; A

www pferdefotoarchiv.de
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Unmasking Clever Hans Predictors

We need to ensure
that models are right
for the right reason!

I —
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Summary

Decisions functions of ML models are often complex, and analyzing them
directly can be difficult.

Many good reasons for "explaining”
Levering the model’s structure largely simplifies the explanation problem.

Explainability can help to unmask Clever Hans predictors (and much more)
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Link to the book
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Organization of the book

Part | Towards Al Transparency

Part Il Methods for Interpreting Al Systems

Part 11l Explaining the Decisions of Al Systems
Part IV Evaluating Interpretability and Explanations
Part V Applications of Explainable Al
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